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1.
OBJECTIVES

This document is intended to address three issues: first, the need for communications to support the Civil Air Patrol Mission; second, the nature and characteristics of the required communications, including the current means of accomplishing them; and third, a discussion of the challenges and opportunities for the future of CAP communications. As an aid to understanding the nature of the mission environment in Arizona, an orientation to the specific topographic and demographic factors affecting communications within the Arizona Wing is also included.

2.  CIVIL AIR PATROL COMMUNICATIONS REQUIREMENTS

In order to accomplish its various missions, the Civil Air Patrol must utilize many forms of communication: Information must be disseminated to members and units from command staff and these members and units must be able to communicate their information back to command.  Command must be able to manage, control and attempt to ensure the safety its units in a variety of active mission scenarios, including Search and Rescue (SAR), Disaster Relief (DR), and Training.  Since these units may involve personnel on foot, in vehicles and aircraft in almost any location within the State of Arizona, these communications must go beyond the inherent limitations of available public communications, such as wired or cellular telephones and pagers.  In addition, the role of the Civil Air Patrol in Disaster Relief missions implies a need to communicate when either disability or overload precludes the use of public communications facilities.  Certainly the public networks should (and will) be utilized by the CAP in the performance of its missions, but we must be aware of a need to be able to operate beyond these networks.

The communications needs of the Arizona Wing do not end with active missions, however.  There is an ongoing need for the various units, staffs and individuals within the Wing to communicate even when there are no active missions.  Routine administrative information and directives must be passed between the different levels of command, the safety and organizational needs of activities such as cadet programs and unit training must be met, and the needs of mission support must also be included.  An important aspect of this that must not be overlooked is the importance of “safety monitoring”, where units or individuals that are “in transit” can obtain aid or assistance even when there is no organized activity taking place.

Historically, CAP communications have evolved along a model based on 1950’s and 60’s military communications, with emphasis on net and message passing procedures.  While this remains valid for some of the CAP’s communications roles, the time has come to re-evaluate this model and make changes based on both current, and future needs.  Many CAP mission communications bear a much greater resemblance to current ”public safety” networks, with a rapid exchange of concise dispatch information, and potentially with a high degree of automation involved.  In addition, CAP is involved in providing many types of information, not only to its own command, but to other agencies as well; examples include video and still picture information, terrain mapping and location information and text or database files.

3.  TOPOGRAPHIC and DEMOGRAPHIC ORIENTATION

3.1 Topography of Arizona:

Arizona is a primarily rural state, characterized by broad, flat valleys and plateaus interrupted by rugged mountain ranges.  Both lowland valleys and high plateaus are characteristically devoid of forestation, while rising, west-facing slopes and the western edges of plateaus may be heavily forested at higher elevations.  The impact of this topography on communications is significant, with terrain blocking being a major problem facing any VHF communications.  From most Mission Base locations, VHF simplex communications range to aircraft at search altitudes is limid to about 20 kilometers, and many instances significantly less.  Fortunately, many of the higher mountains are able to be equipped with VHF-FM repeaters or other range-enhancing equipment.  The generally barren, but rugged slopes often experience rapidly changing radio wave reflectivity with weather changes, causing both long- and short-term variation in VHF signal propagation, as well as highly variable “multipath” effects.  The changing RF absorption characteristics of the forested areas also cause both short-term and seasonal propagation variations.  The high mountain ranges contribute to significant lower- and middle-level air turbulence, which reduces the incidence of tropospheric ducting and other long-distance VHF phenomena. The generally desiccated ground conditions often make it difficult to install a grounding electrode, which has impact on both operator safety and on HF communications.

3.2 Demographics of Arizona:
There are two major population centers in Arizona: greater Phoenix, located just south of the center of the state, and Tucson, located about 150 kilometers southeast of Phoenix.  Outside of these large metropolitan areas, population centers tend to be small, with limited population and other resources.  This means that much of the Arizona Wing’s mission resources are also located in these two metropolitan areas.  Search missions are typically located far from these areas so that coordination of mission support between the remote mission and the support centers of Phoenix and Tucson is a serious communication task.  As a side issue, the CAP units located far from the two metropolitan centers often feel “cut off” and isolated because of the difficulty in communicating.   

3.3 Critical Geographic Areas:

For CAP Missions, there are a number of areas that are of critical interest in planning communications.   Past history suggests that these areas are often subjected to searches, and their remoteness can make access difficult, both for ground search units and for communications.  The entire northern half of Arizona is especially isolated, and ground access into some areas is quite difficult, primarily due to lack of usable roads or trails.

3.3.1 The Grand Canyon Region

is an area encompassing some 50,000 square kilometers between Page, AZ, on the northeast corner, Flagstaff, AZ on the southeast corner, Kingman, AZ on the southwest corner and St. George, UT on the northwest corner.  The region is particularly isolated, with some areas so rugged and isolated that they have never been explored on the ground!   The area north of the Grand Canyon itself is densely forested, with many deep side canyons and ravines, while the area south of the canyon, while relatively flat, is sparsely populated, with few roads.  The only areas of relatively dense population within the region are the cities comprising its corners and the Grand Canyon National Park Village, located at the approximate center of the region.  Air searches here have been in the area of the Grand Canyon itself, due to sight-seeing activity, and on the high plateau north of the National Park, due to the air routes crossing it.  VHF communications in this area is difficult, due both to the generally high terrain (5000-7000 ft. MSL) and the lack of accessible mountain peaks to locate repeaters and other equipment.  For a deployed unit (including aircraft) deep in some of the canyons, the only possibility of VHF communication would be with an aircraft or satellite nearly directly overhead.

3.3.2 The Northeast Corner of Arizona 

is also very isolated, but does not have the extreme depths of terrain that distinguish the Grand Canyon region.  This area, approximately 200 kilometers square, is composed primarily of broad, high valleys and plateaus, with isolated settlements and large areas of trackless “wild land”, separated by rugged mountain ranges. There is very limited forestation in the area with the exception of Navajo Mt about 35 km. east of Page, AZ, the Chuska Mts. in the extreme northeast, the Piney Hill area immediately west of Window Rock, AZ, and the Black Mesa area southwest of Kayenta, AZ.  The northernmost part of this area has been the most subject to search, due to several air routes here that lead toward Colorado and Northern New Mexico.   VHF communication here is somewhat easier, due to the less rugged terrain, but the vast area encompassed, combined with the lack of suitable Mission Base locations means that deployed search units will likely be a long distance from their base.  High mountains with access and facilities for installing radio equipment are also few and far between.  In the winter months, mud and snow can significantly impede ground access into much of the area.

3.3.3 The Mogollon Rim Region 

is somewhat smaller than the first two areas, but presents some special concerns.  This region is an area of steeply rising terrain extending about 300 km. from Williams, AZ southeast to Payson, AZ, then east to Alpine, AZ, with a width of approximately 60-km.  It is best characterized as the edge of an ancient geological uplift, with a high, arid plateau to the north and east and low desert region to the south and west.  The region is almost completely forested, rising from dense chaparral at the lower, southern edge, to heavy pine forests at the top of the rise, to rapidly desiccating high plateau beyond this “edge”.   There are a number of major roads through this region, and several small cities, such as Prescott and Flagstaff, as well as a number of towns and villages.  This area is not nearly as isolated as northern Arizona, but is often subject to air search, not only due to the large number of air routes across it, but also due to the violent inclement weather often experienced in this area of intense orographic lifting.  The dense forestation adds to the difficulty of air search, as does the often steep and rugged terrain.  VHF coverage of this region is generally good, except for the extreme eastern end, due to a number of high mountain radio relay sites distributed along its length, however, low-level and ground coverage is often compromised by the rugged terrain.

3.3.4 Southern Arizona

 is sparsely populated, and quite rugged in many areas, with high mountains making up a significant percentage of the terrain.  While a number of high mountain communications sites are located in or near the eastern end of this region, extreme ruggedness contributes to significant communication problems in some areas.   

3.3.5 The U.S./Mexican Border 

is not normally an area involved in air searches, due to the limited air traffic across it; however, Arizona Wing conducts many mission both along and across the border in support of other Federal agencies on a variety of missions.  From Nogales to Yuma the border is an extremely isolated region, with little habitation or access, and large portions are in restricted airspace, due to Air Force bombing and gunnery ranges.  Communication with low-flying aircraft in this region is difficult at best, due to both the lack of suitable ground facilities and the large distance to the nearest metropolitan area. 

3.3.6 The Colorado River Valley, 

comprising the entire western border of Arizona, is an area of intense interest to the Arizona Department of Emergency Management, due to the risk of flooding in this region.   In addition, increasing air travel to and from the resort communities located along the river  have significantly increased the amount of CAP air search activity in this area. The region is approximately 400 km. long, and while most areas of interest do not extend more than 10-15 km. on either side of the river itself, there are several side drainage valleys that may become of interest in a disaster scenario.  There are a number of smaller towns located along the river and highways both along the river and crossing it at several points, however, in a flooding disaster, these roads and bridges may not be usable.  The region is likely to be significantly isolated under these conditions.   Communications difficulties in this region include a relative lack of suitable high-level communication sites, and its distance from Phoenix and Tucson, especially the State Emergency Operations Center located in Phoenix. 

4. IDENTIFIED COMMUNICATION REQUIREMENTS
4.1 Characteristics of Specific Communications:

4.1.1       Communication with Deployed Units:

For both safety and mission control purposes, Mission Base desires communication with deployed aircraft, vehicles and personnel.  These communications take two forms: Dispatch information, including location, status, ETA/ETE and recall; and Informational: find/sighting information, conditions encountered, and safety/weather information.  

Dispatch Communications.  Significant characteristics include:

Concise

Primarily numerical (times, lat./long. location)

Time-critical

Normally not sensitive

 Informational.  Significant characteristics include:

Can be lengthy and complex

Primarily non-numerical

May be Time-critical

May be sensitive

Equipment.  Normally permanently mounted in aircraft or vehicles, but may be portable, installed temporarily, or handheld, in the case of personnel on foot.  Mission base equipment may be permanent mounted or portable (preferably air-transportable).

Distances.  These communications must travel from Mission Base to any part of the mission operational area where aircraft, vehicles or personnel may be deployed.  Depending on circumstances this can be anywhere from 20 km. to over 400 km.

Communication Modes Currently Used: Primary: VHF-FM Voice.  Secondary: VHF-AM (aircraft only)  Occasionally: HF-SSB, UHF-FM Voice . Also VHF-FM Data  for APRS.

4.1.2
Communication between deployed units:
For a number of reasons, deployed units need to communicate with each other.  Aircraft may need to “guide in” ground teams to a potential find, or ground teams will need to communicate with each other (or even separate elements of the same team) to coordinate their activities.  Significant characteristics include:

Normally concise, but with periods of intense activity that completely consume an available communications channel.

Time-critical

Primarily non-numerical

Equipment:  Can be either aircraft/vehicular mounted or man-carried.

Distances:  Normally short, line-of-sight, but can be up to 20 km. in rugged terrain.

Communication Modes Currently Used: Primary: VHF-FM. Secondary: VHF-AM. Occasionally: UHF-FM Voice, HF-AM . 

4.1.3
Communication between Mission Bases:

When an advanced base is deployed, a large number of different communications are required between this base and the main base.  Status and accumulated dispatch information must be transferred, information regarding support and reinforcement activities must be passed, and large quantities of data on both personnel and the progress of the mission must be transferred.  Significant characteristics include:

Usually very voluminous

Normally not time-critical

May consist of digital data (maps, databases, forms, etc)

May be sensitive

Equipment: Fixed mounted at established Mission Bases, portable (preferably air-transportable) for advanced bases.

Distances: Up to 400 km.

Communication Modes Currently Used: Primary: VHF-FM Voice, Telephone Voice. Secondary: HF-SSB.  Occasionally: VHF-FM Data, Telephone data.

4.1.4
Communication with Adjoining CAP Wings/Regions:

When a search or other mission affects or involves any area of an adjoining CAP Wing or Region, it is necessary to coordinate activities with their respective headquarters.  This communication may be simple or complex, depending on both the characteristics of the mission and the requirements of the involved headquarters.  Some significant characteristics:

Can be voluminous

Normally not time-critical

May be digital data

Quite often sensitive

Equipment/Modes must be compatible with distant Base capabilities

Equipment: Same as for Base-Base Communications

Distances: Up to 1500 km., potentially nationwide in an extensive disaster scenario.

Communication Modes Currently Used:  Primary: Telephone Voice, Secondary: HF-SSB.  Occasionally: VHF-FM Data,  Telephone data. 

4.1.5
Communication with other Agencies, SAR Mission:

In the course of many SAR missions, it becomes necessary to communicate with other Agencies/entities who may also be involved with the mission.  The largest problem in this communication is ensuring compatibility of equipment/mode if the means does not involve the public communication networks.  Some agencies may have the capability to use CAP networks, but this capability should be tested and verified prior to an actual mission.  Some significant characteristics:

Can be large and complex, involving negotiation

Can be time-critical

Quite often sensitive

Equipment/Modes must be compatible with other agency capabilities

Equipment:  Same as for Base-Base Communications

Distances:   Up to 400 km., normally less than 100 km.

Communication Modes Currently Used: Primary: Telephone Voice , Secondary: VHF-FM Voice.

4.1.6
Communication with other Agencies, DR Mission:

In a DR mission, several characteristics change significantly from the SAR mission – first, CAP is likely to be in a support role for a larger Agency, such as the Arizona Department of Emergency Management, and second, CAP will likely be utilized in a reconnaissance role.  These reconnaissance missions often involve moving large volumes of information, such as still pictures, video, or map location data.  Deployed units may also need to coordinate with deployed units of other agencies.  Some significant characteristics:

Can be voluminous

Can be time-critical

Quite often sensitive

Can involve digital data

Equipment/Modes must be compatible with other agency requirements

Equipment:  Can be aircraft/vehicular mounted, hand-held, portable, or fixed, depending on mission.

Distances:  Up to 400 km.

Communication Modes Currently Used: Primary: VHF-FM Voice. Secondary: VHF-FM Video, Telephone Voice.  Occasionally: HF-SSB,  VHF-FM Data.

4.1.7
Communication in support of “Special Operations”:
By their definition, these missions offer widely varying challenges!  Historically, the agencies that request these missions will desire communication with deployed CAP aircraft or vehicles, in order to communicate instructions, or to obtain information.  Sometimes these agencies will desire communications on their own channels (such as US Customs), however, other agencies expect to communicate via public networks to a CAP mission controller, who will communicate with the deployed unit.  Some significant characteristics:

Normally concise

Normally time-critical

Normally sensitive, including periods of “radio silence”

Equipment:  Variable, generally the same as for Base to Deployed unit, but special equipment may be necessary, depending on mission requirements.

Distance:  Up to 400 km.

Communication Modes Currently Used: Primary: VHF-FM Voice. Secondary: VHF-FM Data.  Occasionally: VHF-AM Voice.

4.1.8
Communication Training and Training Support, SAR and DR Missions
Communications training should involve the same equipment, modes and missions that are involved in actual missions.  Some simulation can be expected, but a realistic expectation of mission performance requires exercising all capabilities in a suitably “real” environment.  When training involves use of deployed aircraft and vehicles, communications support provides the same benefits of personnel safety and mission efficiency that occur on actual missions.  Since training by definition includes personnel who are less trained and experienced that those utilized on actual missions, an arguably greater need exists to monitor and control the movement of CAP aircraft and vehicles.  Possibly the only less stringent requirement is the sensitivity of mission information to monitoring, yet good training should use precisely the same procedures that would be used on an actual mission.  Therefore, the significant characteristics of training communications include all the same characteristics as for actual missions except possibly the need to operate in remote, isolated areas, where the safety risks are not justified!

4.1.9
Routine Administrative and Training Support

The routine administrative and training support roles of communications in the Wing must not be overlooked.  In some ways, these activities can be more demanding due to the lack of mission-oriented communications activity, such as “high-bird” airborne or portable radio relay equipment, or temporary mission bases. Included in these communications are routine informational and notification messages between headquarters and members, safety and support communications for cadet activities, public presentations (airshows), encampments and FTXs and inter-unit communications. These communications may also be in support of an ongoing active mission taking place in a distant part of the Wing.  Some significant characteristics:

Can be lengthy and complex

Normally not time-critical

Normally not sensitive

Should be available at all times, without special communications support.

Equipment:  Can be any type: fixed mounted, portable, vehicular or handheld.

Distances:   Normally up to 100 km. - could be Wing- or Nation-wide.

Communications Modes Currently Used: ALL available modes, public or internal, depending on need.  Primary: Telephone Data (email), telephone voice, US Mail.

4.1.10
Special Events:

When various Wing events occur, such as Wing Conferences, special training, encampments, FTXs and others, there is often a need for highly portable, flexible and relatively short-range local communications.  This communications need should be considered apart from the longer-range support communications that may occur simultaneously.  This need may also exist for certain SAR and DR missions, for instance for flight-line communications, or where separate Mission Base functional areas are not physically co-located.  Some significant characteristics:

Can be concise or complex

Normally time-critical

Normally not sensitive

Equipment: Primarily handheld, may include vehicular or portable equipment.

Distances:  Normally less than 5 km.

Communication Modes Currently Used: Primary: VHF-FM Voice.  Secondary: HF-AM Voice.  Occasionally: UHF-FM Voice, VHF-AM Voice.

4.1.11      Alerting

When a mission begins, numerous personnel must be alerted so that they can respond to the mission.  Some significant characteristics:

Very concise

Time-critical

Alert Information may be sensitive

Equipment: Normally handheld (pocket pagers), can also be fixed or mobile.

Distances:  Normally within population centers - could be statewide.

Communications Modes Currently Used: Primary: Telephone Voice and Data (paging) . Secondary: VHF-FM, HF-SSB.

4.1.12
Safety Monitoring:

One aspect of CAP communications that traditionally has not receive much attention, but which figures constantly in the day-to-day accomplishment of the CAP mission is the presence of CAP members who voluntarily monitor CAP radio channels, at all hours of the day.  These individuals provide a critical service to not only CAP personnel, but the general public as well, by giving travelling CAP vehicles and aircraft the ability to obtain aid, either for themselves or for others.  When designing CAP communications networks, the desirability of maintaining this capability must be considered.  Some significant characteristics:

Can be complex

Can be time-critical

Normally not sensitive

Must be available at all times, without special communications support.

Equipment:  Can be any type, normally vehicular mounted or handheld for units “in transit”.  Monitoring stations are normally fixed.

Distances:  Could be from any location within the Wing, normally along transportation arteries.  Since monitoring stations are normally located within population centers, this may involve distances up to 300 km.

Communication Modes Currently Used: Primary: VHF-FM Voice.  Secondary: HF-SSB, VHF-FM Data (APRS).

4.2
CURRENT PRACTICES

Currently implemented CAP communications networks attempt to address all of the foregoing communications requirements – some well, some not well or with considerable difficulty.  This section will review each of the currently utilized communications modes with a discussion of how they are used to meet each of the CAP Communications requirements, and the problems and limitations experienced.

4.2.1 VHF-FM Voice Mode.

VHF-FM voice, using either Simplex (direct from unit to unit) or repeaters, probably accounts for over 90 percent of CAP mission communications.  It is used in support of ALL eleven listed requirements, and a system of twelve repeaters has been installed statewide to support this mode.  The following is a breakdown of the strengths and weaknesses of this mode in meeting the individual characteristics of these requirements.

4.2.1.1  Concise vs. Lengthy and Complex:

VHF-FM voice mode is much more efficient for concise communications requirements than for those that are lengthy and complex.  This is due primarily to the ‘exclusive’ nature of channel usage: Since a single channel can be used for only one communication at a time, and there is no efficient way to preempt channel usage for higher-priority use, all users are forced to wait until the completion of a lengthy communication in progress.  In addition, all voice modes are cumbersome when used for detailed messages that must be accurately passed.  Voice mode is ideal when a “negotiation” communication (a communication involving bi-directional exchanges, requests, etc.) must occur, particularly when the principals to the communication (MC, Commander, etc.) are involved instead of trained radio operators. 

4.2.1.2   Numerical vs. non-numerical:

All voice modes can be difficult for passing numerical data, with the possibility of both transmission and transcription errors.  Errors are common when the data being passed is complex, such as with latitude/longitude information or tabular data.  Brief exchanges of familiar numerical information, such as time, ETA or grid number information, are usually not subject to these errors.

4.2.1.3
Time –Criticality:

VHF-FM voice is normally quite efficient in this regard, even when manual relays are used.  Typical transmission delays are measured in seconds or minutes, and immediate confirmation of message receipt is normally available.

4.2.1.4   Sensitivity:

VHF-FM voice is totally non-secure, as any person with a scanner or other receiver may listen in on transmissions.  This has led to the development of "code words” and other quasi-encryption schemes to conceal the information being passed.  This increases the requirements for briefing of operators, and increases the potential for errors.  Operator-transparent encryption equipment is available for VHF-FM radios but it is not currently available to the CAP.

4.2.1.5   Equipment:

Base, mobile and hand-held equipment is commonly available for VHF-FM communications.  Antennas are generally small, and easily mounted in all configurations.  Equipment is generally moderate in cost, and can potentially be acquired by many members for their personal use.   Repeater stations can represent a challenge, however, since both their initial acquisition cost and upkeep cost can be significant.  In addition, acquiring space in suitable repeater sites may be difficult, expensive or both. 

4.2.1.6   Range:

Up to 100-150 km range, VHF-FM voice is generally capable of meeting mission requirements, either through use of installed repeaters, or by using airborne relay equipment, either automatic or manual.  In addition, manual and automatic relay equipment can be combined for even greater range, potentially 200 km or more.  The use of airborne relay equipment, however, is subject to limitations of weather and aircraft availability and endurance.  The CAP does not currently have access to the required spectrum resources to implement any linking plan to extend the range of the existing repeater system beyond one “hop” without using manual relay operators.

4.2.1.7
Operator Requirements:

VHF-FM operation is generally simple, and a moderate amount of training will produce a reasonably competent operator.  Installation of radio equipment is also generally simple and does not require extensive training.

4.2.1.8
Availability:

Since most VHF-FM frequencies are allocated exclusively to CAP, they are generally available at all locations.  The frequency of 148.125 mHz, however, is not available to CAP in the greater Phoenix-Tucson area, due to its use by AF MARS.  This leaves only one CAP repeater “pair” of frequencies in Arizona Wing, and units must ensure that repeater operations do not impact unit activities in other areas of the Wing.  This problem is particularly noticeable for aircraft operations, which can affect repeater service over a wide area.  Simplex frequencies are particularly suitable for short-range use, however, care must be taken to ensure that units using simplex channels other than the primary are instructed to return to the primary frequency for contact with mission base.

Future CAP operation using VHF-FM in aircraft may be impinged upon by current legal difficulties occurring in the installation of non-approved (TSO/STC) equipment in aircraft.  While approved equipment is commercially available, it is prohibitively expensive.   

It should also be noted that long-term availability of the existing VHF-FM frequencies might be reduced, due to the transfer of DoD spectrum to civilian control.  If this occurs, a serious degradation to the CAP communications capability may result. 

4.2.2 VHF-AM Voice Mode.

VHF-AM voice mode is used primarily within Arizona Wing for  maintaining contact with member-owned aircraft that are not equipped with VHF-FM equipment.  As such, it sees limited use, and only under certain specific mission conditions. Since this mode is available ONLY for communications with aircraft, it does not apply to other CAP communications requirements. The following is a breakdown of its strengths and weaknesses.

4.2.2.1 General Voice Mode Characteristics:

All of the relative strengths and weaknesses of VHF-FM voice discussed in paragraphs 4.2.1.1 thru 4.2.1.4 apply to VHF-AM voice operations.  It should also be noted that since these frequencies are shared with other agencies and entities (including general aviation users), the problems of exclusive channel usage are increased.  An additional note regarding the VHF-AM mode is that it is more vulnerable to interference from both natural noise (lightning) and overlapping transmissions than VHF-FM.

4.2.2.2 Equipment:

Equipment for VHF-AM frequencies is considerably more expensive than equipment for VHF-FM, and its limited use in other applications outside of CAP (except for pilots) severely limits the number of members who are likely to acquire it personally.  This higher cost also limits the number of radios that are acquired and operated by the Wing.  Equipment installation, however, is substantially equivalent to VHF-FM, with relatively small antennas and physically small radio equipment.

4.2.2.3 Range:

Because repeaters are not available for this mode, range is limited to line-of-site, typically not more than 100 km for two aircraft, and less than 30 km for ground-to-air communications.  In practice, unless an operational area is within 25 km of a mission base, a “Highbird”, or manual relay aircraft, must be employed.  This limits the use of long-range VHF-AM to missions that can justify and maintain these airborne assets.

4.2.2.4 Operator Requirements:

Since the operation of VHF-AM mode is similar to VHF-FM, the same training requirement is applicable.  It is useful, however, for the operator to be familiar with some of the peculiarities of aircraft radio operation, particularly during an operation involving other air assets (media helicopters, air posse, law enforcement, etc.).

4.2.2.5 Availability:

For actual SAR and DR operations, one frequency is available: 123.10 mHz.  If no other agencies or SAR activity is taking place, it is available for CAP use.  Other simultaneous operations or participation by other air assets in the same operation may severely curtail its availability to CAP, however.  For training, the one CAP-allocated VHF-AM frequency, 122.90 mHz, is in use as a multicom frequency and Common Area Traffic Frequency (CTAF) at numerous locations throughout Arizona, which severely impacts its availability to CAP.  Additional training frequencies have been requested from NHQ for specific training missions, however, additional “general use” training frequencies will be necessary to accomplish good training using this mode.  The Tucson area is particularly impacted by the interference problems on 122.9 MHz.

The future requirement for use of this mode may be increasing, due to difficulties in legally installing VHF-FM equipment in CAP aircraft.

4.2.3 HF-SSB Voice Mode

HF-SSB is being used in CAP for communication beyond the range of VHF modes, either intra- or inter- wing/region.  A discussion of its strengths and weaknesses follows.

4.2.3.1 General Voice Mode Characteristics:

The same strengths and weaknesses as discussed in paragraphs 4.2.1.1 thru 4.2.2.4 apply to HF-SSB voice operations as well.  It should also be noted that the increased noise characteristic of HF-SSB increases the likelihood of transmission errors and failed communications.  The exclusive nature of voice channel operations still applies, particularly since the HF frequencies are shared with numerous other entities, both CAP and non-CAP.  In addition, interference from other sources is common, and can reduce communications reliability significantly.

4.2.3.2 Equipment:

Radio equipment for HF-SSB is generally larger than for the VHF voice modes, and its necessarily higher power level increases the difficulty of installation.  Antennas tend to be physically large, with extensive support requirements.  Handheld equipment is not available, and portable/mobile equipment tends to be difficult to install and operate, due primarily to the antenna requirements.

4.2.3.3 Range:

Range of HF-SSB can be worldwide at times, depending on propagation conditions.  Under normal conditions, communications within the Wing (during daytime) and Region (at night) can be maintained on the Southwest Region frequency of 4627 kHz.  Higher frequencies are available for longer-range communications, if necessary.  Communication over any particular path, however, may not be available at any given time, due to the vagaries of propagation, and the presence of summer thunderstorms may preclude HF communication entirely, due to noise and safety considerations.

4.2.3.4 Operator Requirements:

HF-SSB operators require considerably more training and experience than VHF operators, for two reasons: First, they must be able to send and receive radio messages through considerable noise and interference.  Second, the setup and operation of the equipment itself (particularly antennas) is significantly more difficult.  In addition, operators should be able to understand at least the fundamentals of HF radio propagation in order to properly select radio frequencies for use.

4.2.3.5 Availability:

The Southwest Region Primary and secondary frequencies are generally available, except during scheduled nets and mission activity by other Wings within SWR.  Interference, static (thunderstorms) and propagation may, however, limit its usefulness at times.  This will also affect the ability of the mode to handle time-critical messages, as operators may have to wait for favorable circumstances to pass these messages.  Additional frequencies allocated to CAP would likely be available in the event of a critical need, however, the foregoing caveats of interference, noise and propagation apply.  In the event of a necessity to communicate outside of Arizona, the availability of stations to communicate with at these outside locations is generally unknown, except during scheduled nets or by prior arrangement.

4.2.4 VHF-FM Data (Packet Radio)

Packet radio has been used for two missions within Arizona Wing:  initially, for data and message transfer, and subsequently for automated position reporting (APRS).  An extensive system of 13 packet “nodes” has been established within Arizona, and this infrastructure has been extensively used in support of the APRS system.  Currently, the data and message handling aspect of the system are seldom utilized.  A discussion of this mode’s strengths and weaknesses follows.

4.2.4.1 Concise vs. Lengthy:

Because the packet radio system uses slow-speed data modems (1200 bps) and a half-duplex transmission scheme, data throughput is limited.  In addition, a single RF channel is used throughout the Wing.  Packet radio has the ability to time share this channel, but due to the slow speed of the modems (which causes lengthy transmission times), channel blocking results whenever lengthy messages are being passed.  The short messages used by the APRS system typically do not result in serious blockage until a large number of units are active (more than 5).  A dramatic increase in transmission speed will be necessary to correct this problem.

4.2.4.2 Numeric vs. Non-Numerical:

Since packet radio uses an error-checking protocol, it is inherently excellent for passing extensive numerical or other complex information.  An operator can be assured that the information received is exactly what the originator sent, as information containing errors will be rejected by the system.  If transmission speeds could be increased, this mode would be ideal for transferring large quantities of mission data and other computer-related information.

4.2.4.3 Time Criticality:

Packet radio has excellent performance on a human scale in passing information, however, its ‘latency’ is large in relation to computer networks or the Internet.  This poses a problem in interfacing modern computer networking software with the packet radio system.  The current system has ‘round-trip’ propagation times measured in seconds, and most computers expect network response times in milliseconds.  This means that specialized software must be used to interface the existing radio data network, and this software is neither generally available nor easy to implement.

4.2.4.4 Sensitivity:

The current system does not use any form of encryption, and therefore transmissions are receivable by anyone willing to acquire the requisite hardware (a Terminal Node Controller (TNC) and a data terminal) to accompany their receiver.  It should be noted that implementing an encryption system, however, would be relatively easy, due to the involvement of computers at the communicating stations.

4.2.4.5 Equipment:

Equipment availability and cost is generally the same as for VHF-FM voice mode, with the addition of the above-mentioned TNC (which is not expensive) and a suitable terminal device, such as a computer.  The APRS system requires the addition of a GPS receiver with a data output in order for positions to be automatically transmitted.  It should be noted that these transmitting stations in the APRS system do not require any sort of terminal device beyond the TNC.  The cost of a computer can be significant, however, most technologically inclined members seem to already possess a computer, and this has not been a problem except for equipping Wing facilities.

4.2.4.6 Range:

The existing network of packet nodes within Arizona Wing allows good coverage of most of the state, with only limited areas not covered for aircraft.  The ability of these nodes to communicate through each other, from mountaintop to mountaintop, allows packet radio to be able to pass messages anywhere within the system.  Since two mountaintop nodes within California Wing and one within Nevada Wing can be accessed from the Arizona Wing system, connectivity within those Wings can also be accomplished.  When the HF CLOVER system was operating, messaging capability existed throughout the nation.  This system is no longer functioning, however, having been supplanted by a landline based Internet mail system.

4.2.4.7 Operator Requirements:

Operators using the packet radio system need to understand a fairly complex software system, which is not “operator friendly”.  While steps are being taken to address this problem, all of the software currently in use within the Arizona Wing requires an operator who is at least somewhat “computer savvy” and who has been familiarized with the specific software in use, either for messaging or to display the APRS data.  It should be noted that the transmit side of the APRS system does not require an operator at all, since it functions automatically without operator input!

4.2.4.8 APRS System:

The APRS system, which uses the packet radio mode and infrastructure, deserves special note.  This system has been implemented in all of Arizona Wing’s corporate aircraft, and allows Mission Base personnel to monitor the position, course and speed of all these aircraft, on a real-time basis,  without the necessity for operator action in the aircraft.  Some ground vehicles have also installed this equipment so they can also be tracked at Mission Base.  Mission Coordinators have indicated the usefulness of this system, and have asked for portable systems to be made available for private aircraft and vehicles. 

4.2.4.9 Availability:

Within the Arizona Wing, sufficient infrastructure exists to support the packet radio system at most locations.  Since there is only one frequency allocated to the system, however, blocking of availability can result from overload.  Mission Coordinators must utilize the system carefully to preclude this blocking.  For missions outside of Arizona Wing, the availability of infrastructure to support the packet radio mode is generally unknown.  Available portable equipment assets could be deployed outside the Wing to provide some of these infrastructure requirements.

The frequency currently in use for packet radio is within a band of frequencies that is scheduled to be occupied by Low-Earth-Orbit (LEO) satellites, which makes its long-term availability questionable.  In addition, the same potential difficulties affecting legal installation of VHF-FM voice equipment into aircraft will also affect CAP use of VHF-FM data equipment.

4.2.5 Other Radio Modes

There are three other radio communication modes in current use by Arizona Wing CAP.  These will be discussed with short descriptions of each.

4.2.5.1  UHF-FM Voice Mode:

 UHF-FM voice is usable by acquiring the region Handheld Radio kits.  This mode is similar to VHF-FM voice, except that the equipment is only available for ‘Special Events’ (which presumably might involve RedCAP events), and is limited in range.  Its intent is to provide local-area communications for these events, separate from the other CAP communications, so as not to interfere with them.  There are a total of 12 handhelds in these kits (per Region), and they have several different frequencies installed in them, which would allow for several different nets to be established within one area.  There is also an accompanying repeater, which can be used to enhance the range of these handheld radios to perhaps, a 10-km diameter area.  Because of NTIA regulations, this equipment CANNOT be used on a routine (day-to-day) basis, nor can its repeater be permanently installed.

4.2.5.2 HF-AM Mode (26.620 mHz)

This HF-AM mode is used primarily to provide very low-cost, short range communications within units.  Low power converted CB equipment is typically used, and reliability of both the equipment and the frequency is poor.  Its major advantage is that it allows units to conduct unit operations and training without disturbing the primary VHF-FM voice frequencies.  Propagation on these frequencies may be either very short, or very long, depending on many factors, some unpredictable, and when long-range propagation exists, considerable interference can be expected.  

4.2.5.3 VHF-FM Video Mode:

VHF-FM Video mode uses the VHF-FM voice radio system, either on a simplex frequency or via a voice repeater.  It is a system of encoding and transmitting a single video frame as a still picture, and it requires approximately 70 seconds to transmit a single picture.  In a sense, transmitting a picture is like a single, long voice transmission, with its attendant tying up of a single communications channel.  Typically, an airborne camera and system will be used to acquire and transmit pictures back to base.  The system is also very sensitive to interference, as the entire remaining picture may be lost after a serious interference event.  Special skills are required of the transmitting operator – not in operating the equipment, but in properly framing and composing the pictures.  The additional modem and camera equipment required over and above the radio equipment are quite expensive, and this limits the number of systems available to the Wing.  One special capability of the equipment is its ability to receive, store and forward a single picture, thus allowing for a form of manual relay operation.  This mode is particularly useful for airborne relay, where automatic relay equipment may not be available.  This mode shares most of the technical limitations and potential lack of availability of the VHF-FM Voice mode.

It should be noted that this mode has been very popular with Emergency Management personnel at the State level, and it has formed a significant part of Arizona Wing’s demonstrated DR capability.  It is expected to remain in this position, and increased training on this system for Wing personnel will likely be considered necessary.

4.2.6 Telephone Voice Mode

The telephone, in either wired or cellular form, represents a significant resource for CAP communications.  It is used for a large percentage of routine administrative communications, mission communications between bases and advanced bases, other agencies, and adjoining Wings.  Cellular telephones are used to communicate from advanced bases which are not equipped with wired telephone service, from Mission Coordinators and other essential personnel who are in transit, and from established mission bases as an additional resource.  A review of the applicable strengths and weaknesses of this mode follows.

4.2.6.1  Concise vs. Lengthy:

 Telephone voice mode is the most efficient voice mode for sending and receiving messages of any length.  Its full-duplex (talk and listen simultaneously) nature makes rapid interchange of information easy, and its generally good quality reduces transmission errors significantly.  

4.2.6.2 Numerical vs. Non-Numerical:

While telephone voice mode is the least error prone of the voice modes, large quantities of numerical or tabular data are best exchanged using one of the telephone data modes, either by data exchange or by facsimile (fax).

4.2.6.3 Time-Criticality:

Telephone voice mode is real-time, therefore it is ideally suited for time-critical communications.

4.2.6.4 Sensitivity:

Telephone voice using wired telephone equipment is generally suitable for use with sensitive material, as interception of this communication is both difficult and illegal.  Cellular telephones, however, should NOT be considered secure, as they are easily monitored by scanners.  Newer “digital” cellular phones and PCS phones are considerably more secure, but operators should ensure which mode these phones are operating in before discussing sensitive information on them. 

4.2.6.5 Equipment:

Telephone equipment is ubiquitous and generally cheap, however, utilization of the telephone network can be expensive, especially when using cellular telephones.  It may be economically unfeasible to maintain a sufficient number of telephone lines into a mission base, for example.  Cellular telephones can incur large service expenses when heavily used, and operators may need to conserve Wing resources by minimizing their use for other than actual missions.

4.2.6.6 Range:

Difficulties may be experienced in acquiring the use of telephone service, however, once connected, telephones have worldwide range.

4.2.6.7 Operator Requirements:

All CAP personnel are generally considered to be adequately trained in the operation of telephone voice equipment, either wired or cellular.  Some training in the proper utilization of this resource may be necessary, however.

4.2.6.8 Availability:

During most times, telephone voice service is generally available without restriction (except for the number of available installed lines).  During Disaster Relief missions it should be expected that availability of telephone service of any kind might be reduced significantly, due to overloading of this resource by the general public and others.  Analysis of a number of events has shown that cellular telephone service in particular is vulnerable to overload outages in the immediate vicinity of an incident, due primarily to overload by media representatives, public safety entities and the general public.  CAP operators should be aware of this problem and plan accordingly for these situations.  Disaster Relief missions, in particular, should be planned with a total failure of the telephone network as an assumption.  CAP operators should also be aware that operation of cellular and PCS telephones from aircraft is specifically illegal.

4.2.7 Telephone Data Modes
There are several data modes that are based on use of the telephone network.  Some of these include Internet data connections, direct data connections, facsimile, and paging.  A summary of the strengths and weaknesses of this mode follow.

4.2.7.1 Concise vs. Lengthy:

Telephone data is probably the best mode for the transmission of lengthy, complex, numerical or graphical information.  Transmission will normally be error-free, and the nature of the devices used makes saving, printing and editing this information easy.  Paging is the only telephone data mode not suitable for other than concise information, and this mode is normally used only for alerting, rather than information exchange.

4.2.7.2 Numerical vs. Non-Numerical:

Again, telephone data is the best mode for exchange of numerical or tabular information.

4.2.7.3 Time –Criticality:

Telephone data mode is generally very good for time critical information if the connection is established at each end of the circuit.  Considerable time can be consumed in getting through to busy lines, however, and operators need to remain aware of this potential problem.  Facsimile in particular is subject to delays if the required telephone lines are busy.

4.2.7.4 Sensitivity:

Telephone data modes share the resistance to monitoring with telephone voice modes, and encryption of particularly sensitive information is easy with either Internet of direct data modes because computer software to accomplish this is readily available.  Data passed through a cellular telephone connection may be monitored, but the equipment necessary to decode this data is not commonly available.

4.2.7.5 Equipment: 

Telephone data equipment is widely available and inexpensive.  Adding data communications capability to existing computer equipment represents a substantial increase in capability at minimal cost, however, the acquisition cost of a computer may be substantial, depending on its capabilities.  Facsimile equipment is also widely available and moderate in cost.  Paging equipment is low cost, with minimal service costs.  Operation of telephone data equipment in other than a fixed mode will increase the operating cost significantly, due to the cost of maintaining a cellular or PCS connection.

4.2.7.6 Range:

The capabilities and limitations that apply to telephone voice also apply to telephone data.  Internet data mode is particularly unrestricted as to range, and offers long-distance connectivity at reduced cost compared to telephone voice mode.

4.2.7.7 Operator Requirements:

Telephone data mode requires some operator training, depending on the complexity of the operating software.  Certain operations, such as e-mail, facsimile and paging require very little operator training.  More intense operations, such as updating web pages and operating Mission Management software may require additional training.

4.2.7.8 Availability:

The limitations and restrictions that apply to telephone voice mode also apply to telephone data modes, including the vulnerability of the telephone network during Disaster Relief missions and other high profile incidents.

4.2.7.9 Paging:

Paging is a special subset of the telephone data mode, and it serves a special purpose.  Generally used in the alerting phase of a mission, belt-carried pagers are a convenient means of maintaining contact with key personnel, regardless of their immediate location or current activity.  Many CAP members possess pagers personally or for business purposes, and these pagers make maintaining contact with these personnel in their “home” area easy.  Once these people have traveled to remote areas, most paging systems no longer operate and cannot be relied upon.   

5.0 THE FUTURE: CHALLENGES AND OPPORTUNITIES

The future of communications in the Civil Air Patrol will be determined by two powerful factors: the evolution of the CAP missions and their requirements, and the dramatic explosion of available communications technologies.  This writer is not at all certain where either evolution is headed, but some educated guesses are certainly possible!  In this section, we will examine the challenges and opportunities facing CAP Communications over both the short and long term.

5.1
  Short/Intermediate Term Forecast

5.1.1
Short Term Challenges 

The immediate challenges facing CAP Communications are several, including some fundamental changes in both the technical structure and the Mission requirements of the communications system.  These challenges come from two major sources: regulatory changes, which will affect both the available equipment and spectrum resources, and technological advancement, which has tended to increase the expectations and requirements of both CAP staff and outside customers

5.1.1.1
Spectrum Availability:

The availability of spectrum for CAP use is and will likely remain a serious challenge to the communications program.  The demand for spectrum from the private sector will continue to increase, with corresponding pressure on the government spectrum occupied by the CAP.  

Traditionally, CAP has justified its frequency allocations based on their need to maintain communications with their units under circumstances that precluded the use of public communications means.  As public communications networks extend their coverage into more and more areas not previously covered, CAP spectrum managers can expect increased challenges to this assertion.  A high degree of expertise in the strengths and weaknesses of these networks will be required in order to properly evaluate and respond to these challenges.  The evolution of the CAP Missions will have a great influence on how effective CAP frequency managers can be in obtaining spectrum.  If the CAP Mission includes a clear need for communications that go beyond the public networks, then the necessary resources will probably be made available.

An additional challenge for CAP in the area of spectrum availability will be the requirement for a higher degree of flexibility in frequency use.  The continued availability of nationwide “CAP only” frequencies that do not change from year to year is unlikely, and CAP communications officers may need to be able to both change their operating frequencies and ensure that CAP communications users are properly briefed and trained in reacting to these changes.  A side issue to this need for flexibility will be a requirement for equipment that is frequency flexible and easily reprogrammed.  

5.1.1.2 Equipment Availability:

As CAP transitions away from a program closely tied to Amateur Radio equipment (and operators), there will be an increasing need for the organization to provide the requisite equipment and training.  CAP can no longer expect to recruit radio operators who will not only bring their own radio equipment, but maintain it as well.  The costs of acquisition and maintenance of this equipment may be so significant, that it will constitute a serious challenge for the organization.  

In addition, CAP communications is going to require equipment beyond simply radios and antennas.  Already, we use computers, both still-frame and live-motion video equipment, GPS navigation receivers, and digital cameras in our operations.  We can expect more of such ancillary equipment to become necessary as our mission requirements and expectations grow.  None of this equipment is likely to be cheap, and maintenance will also be a significant issue, particularly with items of “home electronics”, such as video cameras and computers, that may not handle the physical CAP mission environment well.       

5.1.1.3 Operator Availability:

In the past, trained, experienced, self-equipped radio operators have been present during missions and activities to offer their expertise and resources in maintaining communications.  As these operators retire or leave the program, they are not being replaced, and the CAP communications program needs to address this loss.  In the future, CAP will likely have more need of communications ‘managers’ rather than operators, but these managers will need to have extensive knowledge of CAP’s communications systems and equipment.  

The first step in gaining these personnel is to clearly define the needs and goals of the communications program, both in terms of technical knowledge and in management skills.  From this, commanders and others can build their recruitment, training and advancement programs to acquire and maintain the personnel they will need.  Part of this definition is a clearly defined mission for the communications program itself, whether that mission is simply to support the other missions of CAP or if establishing and maintaining emergency communications is considered one of the CAP missions.

5.1.1.4 Digital Systems - Challenge AND Opportunity:

CAP communicators must realize that digital communications techniques are certainly going to be a part of the future, whether landline or radio based.  Current examples include Packet Radio (including APRS), Internet (email and data transfer), digital picture information, and facsimile.  The Internet has become a tremendous resource for the CAP, and almost all of the routine administrative messages are passed this way, including email, software distribution, data dissemination and informational “mailing lists”.  Many within the CAP are advocating an even greater role for the Internet as a CAP resource, including real-time data exchange between mission bases, headquarters and individual members.  One of the problems with the Internet, however, is its almost total dependence on the public telephone network for access.  This network is normally available in most areas, but may become unavailable at any time, particularly during disasters or other serious incidents, usually because of overloading.

Digital communications with aircraft is an area offering much promise to CAP, as demonstrated by the APRS system, which allows a commander to monitor the status/position of his units without the need for operator intervention.  An extension to this system, which would allow two-way dissemination of basic dispatch information (with acknowledgements), would be an even greater asset.  If the problems of spectrum access can be addressed, such a system should be developed both as an asset to the commander and to reduce the cockpit workload for aircrews.

5.1.1.5 Aircraft Radio Installations:

Currently, a situation exists where the future of CAP’s ability to install CAP specific radio systems in aircraft is questionable.  If this continues, then CAP will be forced to compromise their ability to communicate with their aircraft, with serious safety and mission efficiency implications.  CAP must find a way to install special equipment in aircraft, without compromising safety, in order to provide the level of communications required to perform its missions.

5.1.2 Short Term Opportunities

The boom in available communications technology has and will create many opportunities for CAP communicators to enhance the performance of the CAP Mission.  This expansion in technology has taken many agencies “by surprise”, and the CAP, with its diverse and talented membership has the capability of developing innovative new uses for these technologies.  Some areas where opportunities lie are:

5.1.2.1 Digital Techniques:

As discussed in the challenge section, digital technology will be both a challenge and an opportunity for the CAP.  While adapting to new techniques and keeping delicate computer equipment operating in the CAP mission environment will certainly be challenging, I believe that CAP can contribute a great deal in adapting and using these technologies, especially in a wide-area or long range environment.  While many federal, state and local public safety agencies operate digital networks within their normal operating area, few have the ability to extend their networks into disaster areas, or areas ‘far from home’, and few, if any, can extend them to airborne assets.

5.1.2.2 Airborne Reconnaissance:

One of the missions of the CAP, especially in a Disaster Relief mission, is that of providing aerial observation information to outside customers, particularly State or Federal Disaster Relief agencies, such as FEMA or the Arizona Department of Emergency Management.  CAP has the opportunity to become a valuable resource for these agencies in this role by training and equipping itself to provide quick, accurate information – at a price they can’t beat!  This information could be visual (still or motion), communication with isolated entities, geographic reporting of the extent of flooding or fire, or even acting as a carrier in re-connecting networks disrupted by the disaster.

5.1.2.3 Long Range Communications:

In a widespread disaster scenario, communications into and out of the affected area are often difficult and limited, due to the breakdown of the normal public networks.  CAP’s long distance communications capability, currently embodied by the HF-SSB network, could provide a real resource in these situations.  The current network has a proven long range capability, but further enhancements, both to reliability and to technical capacity, will be required in order to remain a viable resource.  A significant advantage provided by CAP assets in these situations is the controlled nature of the organization.

5.2 Long Term Forecast

In the long term, the future of CAP communications lies entirely with the evolved overall “Missions” of the Civil Air Patrol.  Commanders and communicators alike should realize that the communications mission is tightly linked to the overall mission of the organization, and that it too must necessarily grow and change as the missions of CAP grow and change.  Some of our communications capabilities will, in turn, affect these missions and how they are managed, indeed, some of the mission may be almost entirely composed of communications functions.

Whatever the future holds……….

Captain Hartley J. Gardner, CAP

Director of Communications

Arizona Wing, Civil Air Patrol
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